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[bookmark: PageOne][bookmark: _Toc148003342]Test cases for account and system login
Security requirement: SecAcc REQ 1, SecAcc REQ 2, SecAcc REQ 3, SecAcc REQ 4 and SecAcc REQ 5 from clause 6.1.3 shall be met.
Purpose: Verify that the operating system under test support account and system login management.
Steps: 
1) Login to the operating system with the root account directly. Verify whether the login is prohibited.
2) [bookmark: _Hlk148347181]Check the account assignment policies and rules in design, development, and maintenance documents. Check the account list in the operating system. Verify whether the development and testing accounts exist, and the account not in use are removed.
3) [bookmark: _Hlk148347542]Create a test account with a password allowed by the policy. Using an automatic input tools to try login to the system with this test account and automatically generated credentials, e.g., password dictionary, commonly used password, biometric features, etc. Verify whether the login succeeds.
4) Create a test account, login to the operating system and logout, then login again. Check whether the login succeed without inputting the credentials or inputting a wrong credentials.
5) Check the credential policies, e.g., allowed password rules, biometric qualities, etc., in design, development, and maintenance documents. Configure the account with the allowed and forbidden credentials. Check whether the configuration can successful.
Expected Results:
1) The operating system undertest refuses the login with root account directly.
2) The development and testing accounts are not designed in the documents or are designed to remove before release. There are no unused accounts in the operating system.
3) The operating system refuses the login.
4) The operating system refuses the login if no correct credential provided.
5) The credential policies are strong enough for the designed use cases. Credential configuration violating the rules cannot succeed.
The above expected results are considered compliant, while other cases are considered non-compliant.
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